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Did you know that U.S. citizens can be searched without a warrant at the U.S. 

border? Were you aware that employees may have their company and personal 

phones, laptops and other mobile devices seized at the border? Did you know 

that around the world, border officials are focusing on travelers’ social media 
profiles? Or that government officials search travelers’ backgrounds for possible 
grounds to deny entry at the border or to cross-check the veracity of information 
on their visa applications?

There is nothing more unnerving than getting off a long intercontinental flight—
groggy and sleep-deprived—and being grilled by immigration officers. In a recent 
survey, BAL learned that 90 percent of employers have seen increased scrutiny 

at the border and 37 percent have seen employees denied entry1 —indicating that 
this trend is impacting a broad range of industries and all types of business travel 
and work assignments. 

Global Mobility leaders need to prepare employees for different types of border 

questioning and stops and searches, especially searches involving company 
computers and phones. Employees traveling internationally should be informed 
about these risks and the exposure of  their personal data, as well as information 

on company devices.

GLOBAL TRAVEL, SOCIAL MEDIA 
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1  Global Immigration Benchmarking Association (GIBA), “Short-Term Business Travel Survey,” 2018, 
http://www.balglobal.com/wp-content/uploads/Short-Term-Business-Traveler-Survey.pdf
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Border Searches 101 for Business 
Travelers 

Governments around the world are screening travelers’ 
social media sites to vet their backgrounds and personal 
information. Information they gather from a traveler’s social 
media profiles or postings can provide grounds for denying 
entry to that traveler. Employees should be aware of latest 

government policies, whether formal or informal, regarding 
searches of electronic media. 

U.S. border officials have sharply increased their searches 
of cell phones, laptops and other electronic devices, and 

recently updated their guidelines for border searches. 
Although only a small percentage of travelers are likely 
to be stopped and searched, travelers entering or exiting 
the U.S. should be prepared in the event they are asked 

to unlock their phone or other device at the borders. 

According to U.S. guidance, border officials may conduct a 
“basic search” by examining a traveler’s mobile device and 
its contents even without any suspicion of criminal conduct. 

Officers that have a reasonable suspicion of criminal 
violations or concerns regarding national security may 
conduct an “advanced search” by confiscating the device 
and connecting it to external equipment that scans and 
copies its contents. This may mean seizing the device and 
sending it to a forensic lab. 

According to recent figures from U.S. Customs and Border 
Protection, in the first six months of the current fiscal year, 
nearly 15,000 searches were conducted. 

2 U.S. Customs and Border Patrol, “CBP Releases Updated Border Search of Electronic Device Directive and FY17 Statistics”, Jan. 
5, 2018: https://www.cbp.gov/newsroom/national-media-release/cbp-releases-updated-border-search-electronic-device-directive-and.
3 U.S. Customs and Border Patrol, “CBP Releases Statistics on Electronic Device Searches”, Apr. 11, 2018: https://
www.cbp.gov/newsroom/national-media-release/cbp-releases-statistics-electronic-device-searches-0.

In the previous fiscal year, CBP conducted 30,200 border 
searches of electronic devices, compared with 19,051 in FY 
2016 and 8,500 in FY 2015.

International travelers to the U.S. searched by border agents2,3

Business travelers using company devices may need to 
state whether information on those devices is confidential 
or privileged so that border officials will segregate and 
protect it from unauthorized disclosure. Other federal laws 
may restrict how U.S. Customs and Border Protection is 

allowed to handle such information. Company policies 

should address employees’ use of company devices 
during international travel to prepare them in case they are 
searched or asked to hand over passwords or the devices.

BORDER SEARCHES 101
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Social media screening: 
Visa applicants beware

Consular officials who adjudicate visa applications are 
also using information on social media sites to screen 
applicants for visas, work permits and residency. Offi-
cials are scrutinizing applicants’ social media profiles 
for application inconsistencies, connections to ex-
tremist organizations, and posts that could be consid-
ered hate speech under the host country’s laws.

“Employees applying for visas, work permits 

or residency should expect that any details 

gathered from their social media platforms 

can be used as a basis to refuse their 

application,” says Brendan Kinne, Director of 

Global Programs in BAL’s Houston office. 

A number of publicized cases have shown that visa denials 

are being issued on the basis of an individual’s social 
media activity. Australian immigration authorities denied 
a visa to an applicant who claimed he had converted to 

Christianity after discovering that his social media profile 
showed that he was Muslim. Although a court reversed 
the decision, the case set a precedent for social media 

to be used as evidentiary information in visa decisions. 

In Canada, visa applicants have received rejection let-
ters because of inconsistencies found through an online 
search. Canadian consular officers assessing permanent 
residence applications may consider any information that 

is publicly available when adjudicating cases. Under the 
principal of “procedural fairness,” if a consular officer finds 
something unfavorable online, such as an applicant’s 
social media account showing a number of photos with 
someone other than the “spouse” listed on the application, 
the officer may request an interview and give the appli-
cant an opportunity to explain. Applicants have received 

rejection letters indicating that a “search of open records” 
has turned up anomalies in the applicant’s information. 

Hate speech and membership in banned organizations 
can also be grounds for visa denials. The U.K. report-
edly began screening social media accounts of visa 
applicants in 2015 to vet for those who express support 
for extremist groups. South Africa denied a U.S. pastor 
a visa and banned him from entering the country be-
cause of his extreme anti-gay rhetoric on social media 
and other platforms. The Department of Home Affairs 

(DHA) also went through great lengths to identify indi-
viduals who were traveling with the pastor and banned 
the entire group. Even though U.S. nationals are exempt 
from having to apply for visas to South Africa, they may 
be denied entry if deemed to be “undesirable persons,” 
especially if they are found to have expressed hate speech 

against a community or group. Under South Africa’s 
Immigration Act, adherents of organizations advocat-
ing racial hatred or social violence are inadmissible. 

Individuals are not the only targets of social media vet-
ting—companies should also be aware that their online 
presence serves as evidence as regards their applications 
as sponsors. Immigration authorities may peruse social 
media postings, online marketing materials and other 
publicly available information to corroborate information 

on sponsorship application details. The Ministry of Man-
power (MOM) in Singapore is known to conduct an on-
line search of new or small entities that want to sponsor 

foreign workers, in order to monitor corporate compliance 
with the regulatory framework that protects local work-
ers. New Zealand’s immigration authorities confirmed 
last September that their personnel opened fake social 

media accounts and used pseudonyms to investigate 
immigration risk, including potential exploitation of mi-
grants or to verify information related to visa applicants. 

STANDARD VETTING
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‘Extreme vetting’ under the Trump 
administration 

President Donald Trump vowed to roll out “extreme 
vetting” policies for travelers to the U.S. and has tak-
en several steps to fulfill that promise. The Supreme 
Court’s recent decision2 upholding Trump’s third at-
tempt at a travel ban on nationals from seven coun-
tries, five of which are majority-Muslim, is likely to 
embolden the administration to introduce additional 

restrictions. The administration has signaled it is push-
ing to make social media vetting a mandatory pro-
cess that could encompass all travelers to the U.S.

Although for years the State Department and Depart-
ment of Homeland Security have conducted social media 

searches of applicants on an ad hoc basis, the Trump ad-
ministration has significantly increased the focus of immi-
gration agencies on social media and online screening and 
has gone beyond accessing publicly available information. 

The trend began in December 2016 when the Obama 
administration began asking travelers from the 38 coun-
tries who participate in the Visa Waiver Program to vol-

2 Supreme Court upholds travel ban,” BAL News, June 26, 2018: http://www.balglobal.com/bal-news/supreme-court-upholds-travel-ban/.

untarily provide the account names they used on social 

media platforms. Complying with the request was optional 
and applied to travelers who were either newly apply-
ing for or renewing their visa waiver registration in the 
Electronic System for Travel Authorization (ESTA), an 
electronic prescreening tool for visa-waived travelers. 

In March 2017, the Trump administration introduced its 
first form of “extreme vetting” of visa applicants to the 
U.S. to cover foreign nationals who are not part of the 
38 countries under the visa waiver program. Through a 
series of four diplomatic cables, Secretary of State Rex 

Tillerson instructed all U.S. Embassies and consular posts 

to target “populations warranting increased scrutiny” and 
toughen screening of visa applicants in those groups. 
Nationals from the six predominantly Muslim countries 

flagged in Trump’s original travel ban were to be sub-
jected to stricter and higher-level security checks. Tiller-
son specifically ordered that a “mandatory social media 
check” be carried out for all applicants who have ever 
been present in territory controlled by the Islamic State.

Then-Secretary of Homeland Security, John Kelly, told 
a congressional committee in February 2017 that the 
department might soon demand login information (us-

EXTREME VETTING



ernames and passwords) for social media accounts 
from foreign visa applicants—at least those subject 
to the controversial travel ban—and that those who 
did not comply would be denied entry into the U.S.

 

Consular officers have broad discretion to refuse 
visas or flag cases for additional screening. 
“Employers sending employees internationally 

should be aware that visa adjudicators at U.S. 

consulates have wide latitude to refuse cases 

or take all possible precautions where they 

believe an applicant may pose a security risk,” 

says Jeffrey Gorsky, a BAL Senior Counsel 

in Washington, D.C. The additional security 

screening, which often includes a step called 

“administrative processing” where the file is sent 
to Washington, D.C., can delay the process for 

several months and impact business schedules. 

In October 2017, the State Department introduced a new 
supplemental application form (DS-5535) that states the 
following: “Please provide your unique user name for any 
websites or applications you have used to create or share 

content (photos, videos, status updates, etc.) as part of 
a public profile within the last five years for Social Media 
Platform and Social Media Identifier (Name/Handle).” 
At this point the form is only required for persons desig-
nated by the consuls as presenting a higher security risk, 

but in March of this year, the State Department proposed 

a broader plan to ask nearly all visa applicants for ad-
ditional social media and personal information. Under 

the proposal, U.S. missions around the world would ask 

immigrant and nonimmigrant visa applicants for all social 
media identifiers they have used in the previous five years. 
 The information would only be required for specific 
social media platforms designated by the State De-
partment, with applicants having the option of provid-
ing identifiers for other social media accounts as well. 
The proposal says that social media identifiers will be 
requested, but it makes no mention of passwords.

The agency also plans to ask applicants to provide 
more personal information, including any telephone 
numbers or email addresses used in the past five 
years. Applicants will also be asked about interna-
tional travel, whether they have ever been deported 

or removed from any country and whether any family 

members have been involved in terrorist activities.

“Applicants should be ready to answer detailed 

questions and employers should be aware 

that if more cases are sent for administrative 

processing, this additional screening could 

lengthen visa interviews and lead to backlogs and 

longer wait times for a visa appointment,” says 

Edward Rios, a partner in BAL’s Boston office.

EXTREME VETTING





Legal challenges and constitutionality

The increase in border searches of mobile devic-
es has presented new issues for courts. Searches 

conducted at U.S. borders are generally excepted 
from the warrant requirement, but searches of digi-
tal devices are raising new issues about the scope 
of the exception and privacy rights as they relate to 
the personal information these devices contain.

“The courts have upheld that border searches of 

electronic devices are permissible as long as there 

is reasonable suspicion in some circumstances,” 

explains Roberto Caballero, a partner in BAL’s 

Houston office. “Companies should be aware that 
border officials are afforded discretion due to 
their training and experience and that reasonable 

suspicion is a relatively low standard. BAL 

recommends that companies have policies in place 

so employees can cooperate with border officials 
without compromising confidential company 
data on company-issued electronic devices.”

In a recent appellate case, the U.S. Court of Appeals 
for the Fourth Circuit held that border officers did not 
require a warrant to seize a Turkish national’s phone, 
even though the traveler was exiting the U.S. and the 
phone was sent four miles away to a forensic lab to 

have its contents downloaded.3 The search was a “non-
routine” border search, and while it did not require a 
warrant or a showing of probable cause, it required 
that border officials have an individualized suspicion of 
criminal activity. The court was careful to note that the 

search did not involve information stored on the cloud. 

Last month, a U.S. District Court in Massachusetts ruled 

2   U.S. v. Kolsuz, No. 16-4687, U.S. Court of Appeals (4th Cir. 2018).
4   Alasaad v. Duke, U.S. District Court for the District of Massachusetts, CA No. 1:17-CV-11730.
5   Protecting Data at the Border Act, Senate Bill 823, 115th Cong. (2017).

that a lawsuit could move forward challenging the gov-
ernment’s use of warrantless searches at the border.4 

The suit was brought by 10 U.S. citizens and one lawful 
permanent resident whose devices were searched upon 

re-entering the country. Two of the plaintiffs’ phones were 
seized for months. In rejecting the government’s attempt 
to dismiss the case, the court said the plaintiffs made out a 

plausible claim that their Fourth Amendment rights against 
unreasonable search and seizure and First Amendment 
rights to free speech and association were violated. 

Although a bill has been introduced in Congress5 that 

would require border agents to obtain a warrant before 
searching data held on electronic devices belonging 
to U.S. citizens and permanent residents, it would ex-
clude emergency situations, and would not apply to 
foreign nationals applying for U.S. visas or even to those 
with valid U.S. visas who are entering the country.

“Although Customs and Border Protection 

officials cannot force travelers to provide their 
passwords or unlock their devices, the reality 

is that they can make entry very difficult for 
a travelers by confiscating their devices and 
opening up a lengthy and extensive line of 

questioning,” says Kelli Duehning, Senior 

Counsel in BAL’s San Francisco office. 

LEGAL CHALLENGES 
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Does your company have a policy?

We live in an age where information and news trav-
el at lightning speed. While it is common sense to 
exercise caution when sharing information online, in-
dividuals and companies must also be aware that 

government eyes are looking beyond the face of visa 
applications and into their online profiles. As this trend 
becomes the norm, employers are encouraged to 
proactively prepare for the potential impact of social 

media on their employees and mobility programs.

In one case, an American citizen who had already under-
gone prescreening under the Global Entry background 
check, was stopped by CBP officers at Bush Intercontinen-
tal Airport in Houston and asked to hand over his cellphone 

and disclose his password to unlock it. The traveler, a 

NASA engineer at the Jet Propulsion Laboratory, explained 
that he was not permitted to provide his password to the 

NASA-issued phone, but eventually relinquished the pass-
word despite his protest that he would be violating com-
pany policy. Employers should provide guidelines so that 
employees will have time to prepare for such encounters. 

Because visa officers have wide discretion in making 
decisions about who should receive a visa, applicants 

who may be targeted for heightened screening should 
be prepared to provide additional information and should 

plan for the possibility of denials and increased delays 

in their visa application process. At the borders, national 

security concerns have been used to justify the expansion 

of government powers to decrypt a person’s cell phone 
or passwords for social media accounts during a border 
entry search. Companies should consider implementing 
uniform policies for employees who travel on international 

business to make them aware of the risks and set ex-
pectations for possible encounters with border officials, 
denial of entry or refusal of visa applications. Employees 

who travel with company-issued mobile devices should 
be prepared if they are requested to unlock the devices, 

provide passwords or turn them over to border officials, 
particularly if the devices contain sensitive, confidential, 
proprietary or privileged information. Employees should 
be made aware of the potential for their devices to be 

searched at borders upon entry or exit and plan accord-
ingly. Under current U.S. law, warrantless border searches 
are only allowed for data stored on the device itself; border 

officials are not authorized to search information stored 
on the cloud through a traveler’s mobile device. Busi-
ness travelers using company devices may wish to take 
precautions before traveling, such as limiting the devic-
es they bring, moving data onto the cloud and deleting 
sensitive information from their devices before travel.

“When people are prepared, they are more likely 

to respond to a late-night encounter after a long 

international flight with a border official in a 
calm and reasoned manner, making it less likely 

for a confrontation to escalate,” says Stephanie 

Lewin, Senior Counsel in BAL’s San Francisco 

office. “A company policy can help prepare 
employees for these types of situations.” 

COMPANY POLICIES
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Today’s global enterprises face a particularly daunting challenge: getting the right people to the right global locations at 
the right time in full compliance. This challenge requires up-to-the-minute understanding of the world’s legal complexities 
and the capabilities to deliver truly meaningful solutions. 

Our approach generates results—and confidence. We understand corporate immigration and how to get things done. 
Efficient execution is vital, but true effectiveness requires a holistic approach and a true partnership. We don’t seek to 
simply answer a question or even to deliver a solution. Instead, we dig deeper to understand the business context behind 
your question or your need. As your business partner, we then develop more innovative, more bespoke, and more mean-
ingful advice and solutions that reflect our unsurpassed knowledge and technological capabilities.
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